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INTRODUCTION 

Our Lady of Mercy Secondary School is a voluntary Catholic girls only secondary school under the trusteeship of CEIST, grant-aided by Department of Education and Skills.

Mission and Vision

Mission Statement

To educate our students to achieve their full potential in an inclusive and Christian environment
Vision

· To promote a holistic development of all members of the school community

· To promote excellence in Teaching and Learning

· To show respect, care and compassion for every member of the school community

· To share in the ongoing search for a more loving, just and peaceful world.

Inspired by the Mission Statement and Vision of Our Lady of Mercy Secondary School, The aim of this Acceptable Use Policy (AUP) is to ensure that pupils will benefit from learning opportunities offered by the school’s Internet resources in a safe and effective manner. Internet use and access is considered a school resource and privilege. Therefore, if the school AUP is not adhered to this privilege will be withdrawn and appropriate sanctions – as outlined in the AUP – will be imposed.

Acceptable Use Policy in Our Lady of Mercy 
The purpose of our AUP is to promote good practice and safe, responsible use of the Internet.

 Its main goals are:
· To identify and explain internet usage and IT structure in the school
· To educate students, parents and teachers about using the Internet as an important learning resource
· To define what is considered as ‘acceptable use’ of the internet and set sanctions for violations

· To develop a whole school strategy on promoting the safe use of the Internet and identify risks involved
· To provide schools with legal protection from liability
SCHOOL’S STRATEGIES
The school employs a number of strategies in order to maximise learning opportunities and reduce risks associated with the Internet. These strategies are as follows:

General

· Internet sessions will always be supervised by a teacher.

· Filtering software and/or equivalent systems will be used in order to minimise the risk of exposure to inappropriate material.

· Uploading and downloading of non-approved software will not be permitted.

· Virus protection software will be used and updated on a regular basis.

· The use of personal memory sticks(USB), CD-ROMs, or other digital storage media in school requires a teacher’s permission.
Infrastructure
· Separate ‘networks’ for teachers, students and administration staff will be used

· Teachers will be required to login to the ‘teachers server’

· Students will be required to login under different profiles (Student, LCA, LCVP, TY)
· A ‘general’ student profile (STUDENT) is used where specific profiles have not been assigned

· School administrator will oversee the use/removal of various profiles in consultation with school management

· Internet content will be filtered in accordance with HEAnet 100mb Broadband for Schools and PDST

· Different levels of filtering will apply to students and staff

· Student’s ‘direct’ internet contact is:
· 4 Desktops in school library

· 30 ‘Thin-Client’ Desktops in main Computer Classroom

· 9 Desktops and 9 Laptops in DCG Classroom

· 3 Laptops for students with special needs
· All of the above should be supervised and are filtered internet sessions

· WIFI and Wired Networks are available in the school

· All classrooms have both WIFI and Wired connection available

· The WIFI code is only available to school staff
· The WIFI code is updated by the administrator (when needed)

· All address leases for use are regularly checked. Any unidentified connections are blocked

· Staff are not allowed (under any circumstances) to give a student the WIFI code

· Students are not permitted to use any ‘wired’ connection in a classroom (unless supervised by a teacher)

· All teacher desktops and laptops must have a separate profile(limited use) if the device is to be used by a student 

· Students are not allowed to access the internet on mobile devices during school hours. Mobile phones, smartphones and other mobile data devices are not permitted during school hours.

· Teachers may allow students to use smartphones in class as part of project or research work. This access to content must be supervised by the class teacher.

· Sanctions will apply to students in breach of mobile and smartphone usage.

World Wide Web
· All student access throughout the school is filtered (Level 1 PDST). This is used when all students login to a given profile.

· Teacher and Administration use Level 6 PDST for filtering. This allows teachers access to relevant content in class

· Students will not intentionally visit Internet sites that contain obscene, illegal, hateful or otherwise objectionable materials.

· Students will report accidental accessing of inappropriate materials to a teacher or supervisor. (If using Level 6 filtering under supervision)
· Students will use the Internet for educational purposes only.

· Students will not copy information into assignments and fail to acknowledge the source (plagiarism and copyright infringement).
· Students will not obtain hardcopies of internet material without a teacher’s permission.
· Students will never disclose or publicise personal information, including home addresses of other students, telephone numbers, the name, address or location of their school. (This list is not exhaustive.) Such information may only be transmitted with the approval of a teacher.
· Students will not examine, change or use another person’s files, user name or passwords without that person’s explicit permission. 
· Students will never alter profiles or login details on school servers.

· Students should always report any issues regarding network problems and internet access to a teacher or I.T. co-ordinator.
· Downloading or uploading material or images not relevant to their studies, is in direct breach of the school’s acceptable use policy.

· Students will be aware that any usage, including distributing or receiving information, school-related or personal, may be monitored for unusual activity, security and/or network management reasons.
· Logs of various student sessions will be maintained on the school server.

Email

· Students will use email accounts only under supervision by or permission from a teacher.

· Students will not send or receive any material (attachment) that is illegal, obscene, 
defamatory or that is intended to annoy or intimidate another person.

· Students will not reveal their own or other people’s personal details, such as addresses or telephone numbers or pictures, to any other student or individual.
· Students will never arrange a face-to-face meeting with someone outside school using school e-mail facilities.
· Students will note that sending and receiving email attachments is subject to permission from their teacher.
· All email attachments should be scanned using Eset-Nod32 Anti Virus software

· Students should report any ‘unusual’ attachments (exe. Files) to the supervising teacher 

· Students emails may be examined in order to protect the network/server (Students will be asked and will be present)
· Students will be required to remove any email content/attachments which may cause issues on the network/server 
Internet Chat

· Students will only have access to chat rooms, discussion forums, messaging or other electronic communication fora that have been approved by the school.
· All chat sessions(if used) should be supervised by a teacher.
· Chat rooms, discussion forums and other electronic communication forums will 
only be used for educational purposes and will always be supervised.

· Usernames will be used to avoid disclosure of identity.
· Our ‘client’ server in the main computer room requires individual login on desktops. (This avoids issues with communication on the LAN)
· Face-to-face meetings with someone organised via Internet chat will be forbidden.

School Website

· Pupils will be given the opportunity to publish projects, artwork or school work on the World Wide Web.
· The website will be regularly checked to ensure that there is no content that compromises the safety of pupils or staff.
· All ‘links’ from the school website page will be checked on a regular basis.
· Teachers can upload content to the website homepage via facebook and twitter.
· Feeds on social media links will be checked for content on a regular basis.
· Any changes on the school website structure will be verified by management.
· Documentation, forms and reports will be amended on a regular basis.
· The publication of student work will be co-ordinated by a teacher.

· Pupils’ work will appear in an educational context on Web pages. Copying of such work without express written permission will not be allowed.

· Photographs focusing on individual students may be published on the school website.

· School website link may be shown on the schools internal digital noticeboard  
· Personal pupil information including home address and contact details will be omitted from school web pages.

· Pupils will continue to own the copyright on any work published.

Personal Devices/Technology
· Mobile/Smartphones/Network devices will not be used by students for personal purposes during school hours
· Mobile/Smartphones and Network devices should not be visible during school hours e.g. charging
· Sanctions will be used where students are found using mobile/smartphones during class time and breaks

· Mobile/Smartphones may be used in class (or on the school premises) for educational purposes when supervised by a teacher

· Taking pictures/video clips will not be permitted using students personal devices 
Legislation 

· The school will provide information on the following legislation relating to use of the Internet which teachers, students and parents should familiarise themselves with:

 
• Data Protection (Amendment) Act 2003 

• Child Trafficking and Pornography Act 1998 

• Interception Act 1993 

• Video Recordings Act 1989 

• The Data Protection Act 1988
Sanctions
· Misuse of the Internet may result in disciplinary action, including written warnings, withdrawal of access privileges and, in extreme cases, suspension or expulsion
· The school also reserves the right to report any illegal activities to the appropriate authorities.

· Students found using mobile/smartphones/network devices during school hours will be required to hand these over for a period of two school days
· All sanctions will be reviewed by staff/management on a regular basis

· Changes may be implemented as technology progresses 
